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Newri ght s under GDPR?

ne ri ght to be i nf orned

ne ri ght of access

ne ri ght torectification

ne ri ght to erasure

ne ri ght torestri ct processi ng

The ri ght to obj ect

Ri ghts i nrel ati on to automated deci si on
nmaki ng and profil i ng




Articl e 20
Ri ght todata portability




Article6
Lawf ul ness of processi ng




Article 17
Right to erasure (‘right to be forgotten’)




Wien naki ng t he queri es

Purposef ul ness and Mi ni mal i sm—
Personal dataw || only becol |l ectedfor
| awf ul obj ecti ves andtotheextent
necessary for achi evi ng det erm ned
purposes.
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Two cruci al el enents of e-Estoni a:

1. Electronic| D
( Mobi | e- 1 D)

2. X-road —secure data exchange pl atf orm
connecti ng di fferent i nformati on
systens (incl. registers)




Mandatory foral |l Estoniancitizens

(but can be gi vento forei gners too—

e-resi dency) ;

Serves as aregul ar (f 2f)
i dentificati on docunent +travel
docunent;

But al soforonlineauthenticationto
use e-State servi ces;

G vi ng di gi tal signatures (equal to




Estonian information system

Public sector Private sector

Document )
I Health k. Estonian
Population Vehicle record i
Insurance e-No Energy

Register

Register Register management

IS
systems

Security

server

———m e e e e e === == ==== |nternet

o

[ P— server

Security

server |
Institutional Thematic

view of the state view of the state
AN TIIE £ MWW EE ST B VWK
wWww. ik eefam Mobile ID
X-road certification center
. . -

KIT EIT AlT
Citizen view Enterpriser view J Public servant view

Certification
User interfaces X-Road Center Center



Citi zenPortal (waw eesti . ee)

* Mai nchannel tonedi ate e-servi ces
petweenacitizenandthe governnent.
Usi ng the el ectroni c I Dt he person can
og i nand fi nd out what ki nd of data

t he governnent has col | ected onthe

ci ti zen and who has accessed t hat
dat a.

e Thecitizencanturnto Data Protecti on
| nspectorate ( DPI




Owned by t he Chanber of Notari es; the
servers are adm ni strated by t he Cent re of
Regi sters and | nfornati on Systens

(Ministry of Justice); thelatteralso
provi des user support, trai ns users and
devel ops the system




| nsi de e- Notary

Cal endar ( dai
Contract tenp

y schedul e)

ates

Regi ster queri es (vi a X-road):
connected to 16 regi stri es (Land Reg.,
Mari tal Property Reg., Popul ati on

Reg. etc.)

| nvoi ces and state f ee nanagenent

Di gi tal signi ng and f orwardi ng
el ectroni c acts (vi a X-road)




Saf ety of e- Notary

* Desi gned to be used by notari es and
t hei r enpl oyees

* Accessonlyw th!l D cardor Mobile-1D

e Datastoredsafelyincentral database
cept by the Centre of Regi sters and

nf ormati on Systens ( Mi ni stry of
Justice)




GDPR— actionpl an

- nam ng a Data Protection Officer(nost |i kel y one for
al | notaries);

- when devel opi ng the newsystens, wew || i ncl udethe
data protecti on nechani sns, where possi bl e;

- maki ng suggestions tostate agenci es responsi bl e for
devel opi ng and mai ntai ni ng di fferent | T-systens that
the e-Notary i s connectedto;

- general i npact assessnent concerni ng t he e- Notary
program

- gui del i nes for the notari es.




GDPR— actionpl an

- I arger notary of fi ces (starti ng from3 notari es)
shoul d concl ude t hei rown i npact assessnent regardi ng
the data outsi dethe e- Notary (| i ke t he data of

enpl oyees) ;
- al | notary of fi ces ought to drawup a record of

processi ng activities (pursuant toArt 30) in
el ectroni c form( possi bl y an Excel file);

- rem ndi ng of the techni cal possibilities of thee-
notary system

- rem ndi ng of the pri nci pl es of purposeful ness and
m ni mal i smwi th several practi cal exanpl es.
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