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New ri ght s  under GDPR? 

• The ri ght  t o be i nf ormed

• The ri ght  of  access

• The ri ght  t o rect i f i cat i on

• The ri ght  t o erasure

• The ri ght  t o rest ri ct process i ng

• The ri ght  t o dat a port abi l i t y

• The ri ght  t o obj ect

• Ri ght s  i n rel at i on t o aut omat ed deci s i on 

maki ng and prof i l i ng



Art i cl e 20
Ri ght  t o dat a port abi l i t y

1. The dat a subj ect  shal l  have t he ri ght  t o recei ve t he personal  dat a 

concerni ng hi m or her,  whi ch he or she has  provi ded t o a cont rol l er,  i n a 

s t ruct ured,  commonl y used and machi ne- readabl e f ormat  and have t he 

ri ght  t o t ransmi t  t hose dat a t o anot her cont rol l er wi t hout  hi ndrance 

f rom t he cont rol l er t o whi ch t he personal  dat a have been provi ded,  

where:

( a)  t he processi ng i s  based on consent  pursuant  t o poi nt  ( a)  of  

Art i cl e 6( 1)  or poi nt ( a)  of  Art i cl e 9( 2)  or on a cont ract  pursuant  t o 

poi nt  ( b)  of  Art i cl e 6( 1) ;  

/…/

3. /…/ That  ri ght  shal l  not  appl y t o processi ng necessary f or t he 

perf ormance of  a t ask carri ed out i n t he publ i c  i nt eres t  or i n t he 

exerci se of  of f i ci al  aut hori t y vest ed i n t he cont rol l er.



Art i cl e 6
Lawf ul ness  of  processi ng

1. Process i ng shal l  be l awf ul  onl y i f  and t o t he ext ent  t hat  at  

l eas t  one of  t he f ol l owi ng appl i es :

/…/

( b)  process i ng i s  necessary f or t he perf ormance of  a cont ract  t o 

whi ch t he dat a subj ect  i s  part y or i n order t o t ake s t eps  at  t he 

request  of  t he dat a subj ect  pri or t o ent eri ng i nt o a cont ract ;

( c)  process i ng i s  necessary f or compl i ance wi t h a l egal  

obl i gat i on t o whi ch t he cont rol l er i s  subj ect ;  

/…/

( e)  process i ng i s  necessary f or t he perf ormance of  a t ask carri ed 

out  i n t he publ i c  i nt eres t  or i n t he exerci se of  of f i ci al  

aut hori t y ves t ed i n t he cont rol l er;  

/…/



Art i cl e 17
Right to erasure (‘right to be forgotten’)

/…/

3. Paragraphs  1 and 2 shal l  not  appl y t o t he ext ent  t hat  

process i ng i s  necessary:

/…/

( b)  f or compl i ance wi t h a l egal  obl i gat i on whi ch requi res  

process i ng by Uni on or Member St at e l aw t o whi ch t he cont rol l er i s  

subj ect  or f or t he perf ormance of  a t ask carri ed out  i n t he publ i c  

i nt eres t  or i n t he exerci se of  of f i ci al  aut hori t y ves t ed i n t he 

cont rol l er;

/…/

( e)  f or t he es t abl i shment ,  exerci se or def ence of  l egal  cl ai ms .



When maki ng t he queri es

Purposef ul ness and Mi ni mal i sm –

Personal  dat a wi l l  onl y be col l ect ed f or 

l awf ul  obj ect i ves  and t o t he ext ent  

necessary f or achi evi ng det ermi ned 

purposes .





Two cruci al  el ement s  of  e- Est oni a:

1. El ect roni c  I D 

( Mobi l e- I D)

2. X- road – secure dat a exchange pl at f orm 

connect i ng di f f erent  i nf ormat i on 

sys t ems  ( i ncl .  regi s t ers )



I D card

• Mandat ory f or al l  Est oni an ci t i zens  

( but  can be gi ven t o f orei gners  t oo –

e- res i dency) ;

• Serves  as  a regul ar ( f 2f )  

i dent i f i cat i on document  + t ravel  

document ;  

• But  al so f or onl i ne aut hent i cat i on t o 

use e- St at e servi ces ;

• Gi vi ng di gi t al  s i gnat ures  ( equal  t o 

handwri t t en s i gnat ures )  + encrypt i on.





Ci t i zen Port al  ( www. eest i . ee)

• Mai n channel  t o medi at e e- servi ces  

between a ci t i zen and t he government .  

Us i ng t he el ect roni c  I D t he person can 

l og i n and f i nd out what  ki nd of  dat a 

t he government  has  col l ect ed on t he 

ci t i zen and who has  accessed t hat  

dat a.  

• The ci t i zen can t urn t o Dat a Prot ect i on 

I nspect orat e ( DPI )  



e- Not ary 

Owned by t he Chamber of  Not ari es ;  t he 

servers  are admi ni s t rat ed by t he Cent re of  

Regi s t ers  and I nf ormat i on Sys t ems  

( Mi ni s t ry of  J us t i ce) ;  t he l at t er al so 

provi des  user support ,  t rai ns  users  and 

devel ops  t he sys t em.  



I nsi de e- Not ary

• Cal endar ( dai l y schedul e)

• Cont ract  t empl at es

• Regi s t er queri es  ( vi a X- road) :  

connect ed t o 16 regi s t ri es ( Land Reg. ,  

Mari t al  Propert y Reg. ,  Popul at i on 

Reg.  et c. )

• I nvoi ces  and s t at e f ee management

• Di gi t al  s i gni ng and f orwardi ng 

el ect roni c  act s  ( vi a X- road)

• El ect roni c  archi ve of  aut hent i c  act s



Saf et y of  e- Not ary

• Des i gned t o be used by not ari es  and 

t hei r empl oyees

• Access  onl y wi t h I D- card or Mobi l e- I D

• Dat a s t ored saf el y i n cent ral  dat abase 

kept  by t he Cent re of  Regi s t ers  and 

I nf ormat i on Sys t ems  ( Mi ni s t ry of  

J us t i ce)



GDPR – act i on pl an

- nami ng a Dat a Prot ect i on Of f i cer ( most  l i kel y one f or 

al l  not ari es ) ;

- when devel opi ng t he new sys t ems,  we wi l l  i ncl ude t he 

dat a prot ect i on mechani sms ,  where poss i bl e;

- maki ng suggest i ons  t o s t at e agenci es  respons i bl e f or 

devel opi ng and mai nt ai ni ng di f f erent  I T- sys t ems  t hat  

t he e- Not ary i s  connect ed t o;

- general  i mpact  assessment  concerni ng t he e- Not ary 

program;

- gui del i nes  f or t he not ari es .  



GDPR – act i on pl an

- l arger not ary of f i ces  ( s t art i ng f rom 3 not ari es )  

shoul d concl ude t hei r own i mpact  assessment  regardi ng 

t he dat a out s i de t he e- Not ary ( l i ke t he dat a of  

empl oyees ) ;

- al l  not ary of f i ces  ought  t o draw up a record of  

process i ng act i vi t i es  ( pursuant  t o Art  30)  i n 

el ect roni c  f orm ( poss i bl y an Excel  f i l e) ;

- remi ndi ng of  t he t echni cal  poss i bi l i t i es  of  t he e-

not ary sys t em;

- remi ndi ng of  t he pri nci pl es  of  purposef ul ness  and 

mi ni mal i sm wi t h several  pract i cal  exampl es .
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